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The OBAN Approach

Heterogeneous
Tarminals
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OBAN Approach: Parties

Customer
(IPC)

Telco TGICOIPC Telco

|dentity
Verifi-
cation

Terminal
Access
Point

Backend system

. traffic of the for user
Terminal (Computer, customer’s authentication,
Console,..) used by the terminal authorisation and
customer to use IP-Services accounting

served by the telco.

Handles the

Internet

Additional Parties

ARO
(Access Point Op.,

RG OWNER) Telco RG (Trg)

Residential
Gatgway
Residential Gateway Providing physical and IP connectivity for

providing physical the Residential Gateway

connet%t‘is\ll::tg to the (Access Provider and/or 3rd Party)

Dotted lines symbolise logical links.

' Thomas J. Wilke Brussels, September 23rd




Technische Universitéit Berlin, PRZ B2G-SA/Security Joint Workshop

OBAN Parties: Mobility
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OBAN Security Goals

»> Authentication » Non-Repudiation
» Confidentiality

»> Accountability

»> Data Integrity

»> Access Control
» Enhanced data protection and privacy

» Binding transparency

Specific for Handover:

» Bridging Policy Enforcement
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OBAN Approach: Security Requirements

Customer
(IPC)

Telco

Terminal dentity
Access N
- Verifi-
Point .
cation

Telco

Handles the Bacl;end system
) traffic of the or user
Terminal (Computer, customer's authentication,
Console,..) used by the terminal authorlsatpn and
customer to use IP-Services accounting
served by the telco.

Internet

Additional Parties

ARQ
(Access [Point Op.,
£o obER) Telco RG (Tw)
Residential
Gateway
Residential Gateway Providing physical and IP connectivity for
the Residential Gateway

providing physical
connectivity to the (Access Provider and/or 3rd Party)

Telco

Dotted lines symbolise logical links.
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OBAN Approach: Party Trust Relations

OTHERS

Access /-\
/Pont\ IP Serwcti \

Customer } Provider

Operator

Rest of the
/—\ ) world: any other
party than IPC,

Terminal RG Facilities APQO or ISP

Residential
Terminal used Gateway ISP facilities
to get IP-access connecting 1o provide

via an interface Terminal and IP-Services
ISP facilities

Blue lines: physical connections
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OBAN Approach: Mutual Authentication

Customer
(IPC)

Telco

Terminal dentity
Access N
- Verifi-
Point .
cation

Telco

Handles the Bacl;end system
) traffic of the or user
Terminal (Computer, customer's authentication,
Console,..) used by the terminal authorlsatpn and
customer to use IP-Services accounting
served by the telco.

Internet

Additional Parties

ARQ
(Access [Point Op.,
£o obER) Telco RG (Tw)
Residential
Gateway
Residential Gateway Providing physical and IP connectivity for
the Residential Gateway

providing physical
connectivity to the (Access Provider and/or 3rd Party)

Telco

Dotted lines symbolise logical links.
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Fast Handover and the Timing Problem

r = period p = period s = period e = period

to stop physical tosetup a to exchange to establish

Terminal connection with IP-connection secrete & connection

recognizes that a RGo and to RGr calculate a to ISPjpc &
handover has to set up a physical access decision restart

be performed connection with by RGt payload
RGr transmisiorn

|

k—a r e
X i i i+r+p+s i+r+p
= HS =

< P g >
i . IP-Payload is bridged No IP-Payload is bridged IP-Payload is bridged
No IP-Payload is from Terminal to ISP from Terminal to ISP: from Terminal to ISP

bridged ) .
from Terminal to via RGg Handover in Progress from RGg to RG+ via

ISP:
Session Initiation
or Handover
in Progress with
RGo
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Problem Solution: Time Shifted Security

2 Step divided security functionality processing:

» Complex Security Functionality Processing:
Resource and time consuming are performed in parallel

to other computations to prepare Real-Time Security
Processing.

» Real-Time Security Processing:

Very resource and time efficient processing performed

based upon data computed ahead or after the Real-Time
Processing event.
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Fast Handover Security Enforcement
Mechanism: pre- & post-processing

Combination of 2 time shifted computing variants
leading to 3 step computation mechanisms

> 1 step: Pre-Processing (payload is bridged in parallel)
» ISP p: Identifying candidate ISPs and RGs

» ISP p: Terminal authorization
» ISPy : Authorization of candidate RGs

» ISPy : Terminal identity and authentication indication

@ Thomas J. Wilke Brussels, September 23rd
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Fast Handover Security Enforcement
Mechanism: pre- & post-processing

Combination of 2 time shifted computing variants
leading to 3 step computation mechanisms

» 2 step: Real-Time-Processing (no payload is bridged
in parallel)

» RG: Terminal identification

> RG: Terminal access decision and enforcement
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Fast Handover Security Enforcement
Mechanism: pre- & post-processing

Combination of 2 time shifted computing variants
leading to 3 step computation mechanisms

»> 3 step: Post-Processing (payload is bridged in parallel)
» Terminal: RG is authenticated

» RG: Bridging service consumption confirmation from
Terminal

» ISPpore ¢ Service consumption legitimacy verification

@ Thomas J. Wilke Brussels, September 23rd
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Fast Handover Security Enforcement
Mechanism: party perspective

12. Terminal: HIS. Handover Indication Signal

11. SSID-List of cand. RGs, Handover ready indication

IPC j .
(IP-Customer) 7., 10. ISP Cyclic renew / revoke: SST / . IP-Service
( Provider IPC (ISPiec)

Specific Telco the IPC has obtained a
subscription for IP-Connectivity from

Terminal 3a. Terminal sends BAT history list to ISP: THL

Mobile or Residential
Terminal used by 1. RG proof against

visiting (USER) or —
home user (HOST) Terminal:|HRVT

A

ndicating the

2\lerminal
commation 3b. RG: signrao(BSC) révocation of BATs

IP-Service 13. ISPypc:

Residential .
Gateway Provider RG (ISPra,) BTS, BAT
(RGo) Providing physical and IP connectivity for the timing

Residential Gateway . e signal
6. RGo tlona\—/S |SPRG: RAT to all RGs (Access Provider and/or 3rd Party) 8. lSdF;ji nlgngtlatmg
BSS, close down Terminal didn’t handover gaEAITad‘eStrib:ﬁon to
bridging session to / revoking illegal BAT new ISPre
usage 10. cyclic renew,
revoke of BATs

7 IP-Service

Residential .
Gateway 14. ISPgg: HAT (including BAT) is sent to all handover candidate RGs Provider RG (ISPre)

(RG1) Providing physical and IP connectivity for the
Residential Gateway

\/ (Access Provider and/or 3rd Party)

= post-processing: 1 -6
= pre-processing: 7 - 14
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Fast Handover Security Enforcement
Mechanism: time-scale perspective

3., 4., 5, 6. Post-processing:
3. RG sends the received BSC to ISP
4. ISPgg verifies BSC 13.
2' ;l'Seprmana;jfeig:?r;EL to ISP Terminal indicates 3., 4., 5., 6. Post-processing:
TR 8.9.,10,11. handover to ISPy 3. RG sends the received BSC to ISP
4. ISPgg verifies BSC
8. ISPypc calculates 5. Terminal sends THL to ISP
candidate RGs 6. ISP e verifies THL
9. ISP;pc negotiates with
\ the ISPgg to bridge the 14, o
2. P(‘)st-procgssm Terminal ISPpc provides BAT 2. P(‘)st-procgssmg.
Terén(lsntar: an'grms th 10. ISPypc provides BATs to | access sync signal to 18 Terén(lsntar: an'grms the
e bridging ISPgq, : e bridging
service consumtion 1 .RSFSDS of cand. RGs RG compares BAT from service consumtion
. 15, Terminal with BAT from ISP
are sent to Terminal .
o ISPgg provides BAT e
1. Post-processing to RGs and starts 1. P}ost}-processmg
Verification of the RG timer to receive BSC Verification of the RG

by Terminal \ from one RG by Terminal

Gocccacan

Vre Crer Risp Nisp D Vre Crer Risp
i i+r i+r+p i+r+p+s i+r+pt+ste
= HR = HF’ = HS =| HF
—
Rise = Po  Ho-X+Nisp-Risp= “Rep=Po
el

»la
l

»
»

IP-Payload is bridged No IP-Payload is bridged IP-Payload is bridged
from Terminal to ISP from Terminal to ISP: from Terminal to ISP
via RGo Handover in Progress from RGg to RG+ via

No IP-Payload is
bridged

from Terminal to
ISP:

Session Initiation

or Handover

in Progress with

RGo
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Fast Handover Security Enforcement

Mechanism
[ | [0 ] e |

Post-Proc: 3 Post-Proc: HRVT 1 !

1. RG verific. n
2. Confirmation Post-Proc: BSC

Post-Proc: :
4.gen. THL

I
i
Post-Proc: i
3.BSCtoISP !

POSt-PI’(?CI signrco)(BSC)

I

Post-Proc: THL o | Post-Proc:
| "| | 6.BAT

< Post-Proc: THLsp(), BST usage

I validation,

— - - - |
Bridging sesgion Revocation Ticket (BRT) ) irrerg;j;:) '

Post-Proc¢, optional RAT Post-Proc, iIIegéI BAT usage signalling, optional

sessoin
termination

Signal (BSS)

D< Briding Session Close ‘ T

i

i

I

I

i

I

! Pre-Proc:

: 8. Calc. next
Bridging session Status Ticket cand. RGs,

i

i

i

|

7
I
I
|
:
|
| (BST) 9. negotiation
! with ISPs
1 10. BATs and
! o | |Sessions
» .
‘ i Bridging session Status Ticket revokation/
i id indichti - ‘ (BIT) or BST renew
< Pre-Proc: SSID list of candidate RGs (ISP, indicating Terminal that a handover can be performed) 11. SSID indi
T T T T £ 111 .
Pre-Proc: revoke and/or renewed SST (if needed) i 12. Pre-Proc:

¢ Bridging session Status Ticket BST:
(BST) Cyclic BAT

i
T
I
i
i
C.
i
|
I
Pre-Proc: revoke and/or reneved SST (if needed)
|
I
I
I
|
I
I
i
I
|
I
i
I
I
I
i
I
I
I
i
|

i
13. X: recognition
that a handover

need —

Bridging session Operation Token, renew/reyoke
(BOT) L/ BOT: active

| |
I I
| |
Handover Indication Signal (HIS) | >HBATS
i

| L BAT Timing Signal
- Handover Accept Ticket BTS)
(HAT) | P (

Real-time: re-Proc: i
17. BAT check 15. IP-Session, RG

1 1
I I
i HW parameter & BAT i
! are sent to cand. RGs !
! BST receive timer !
I I
I I
I I
| |
I I
I I
| |

Pre-Proc:
14. BAT
usage
activation

Ho-Hp: physical
handover

BAT

Post-Proc: HRVT
Post-Proc: BSC

activated

' Thomas J. Wilke Brussels, September 23rd




Technische Universitéit Berlin, PRZ B2G-SA/Security Joint Workshop

Characteristics of the Mechanisms

The presented mechanisms can be characterized by the
following items:

* A Bridging Access Ticket (BAT) describes a handover in respect

of the following aspects:
— BAT 1s created and distributed by ISP,

— BAT 1s only valid for a definite Handover within a limited period,
— BAT is distributed to 1 or a max. n RGs,

— BAT can only be used by one Terminal

 Parties controlling the access of a Terminal (in hierarchical order)
— ISPpc

— ISP,
~ RG
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Conclusion

A mechanism has been presented enabling a fast
handover solution for OBAN which

* Holds all security goals demanded by the business
models (WP1)

Holds all security requirements defined within the
basic OBAN security architecture

Enables in addition a bridging policy enforcement to

ensure a fair and economic resource usage of RGs
and ISPs
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